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backup copies and the equivalent of typewritten pages is likely to
double or triple. If SmallSoft Inc. enforces rigorous backup proce-
dures, the total storage may even quadruple, reaching a stunning
17,000,000 pages of typewritten information.

In paper form, these vast volumes of evidence would require hun-
dreds of storage boxes, but today’s technology permits five gigabytes of
information to be stored on an 8-mm camcorder tape. A handful of
these tapes could easily store 25 gigabytes of information. New devices
will store up to 25 gigabytes on a single camcorder cassette; all of
SmallSoft Inc.’s evidence could be held in a jacket pocket. Absent ade-
quate computer security, a disgruntled employee could walk past a se-
curity guard with all of SmallSoft’s intellectual property, and all
computer-based information, in a purse or a shirt-pocket.

VIII. THE DIiSORGANIZED STATE OF COMPUTER-BASED EVIDENCE

Although computer diskettes and tapes are readily organized in
desk drawers or storage cabinets, and hard disks are tidily hidden inside
personal computers, the evidence they contain is rarely organized co-
herently. Most computer users settle for just getting useful work done,
rather than attempting to maintain a neat and tidy hard disk. In fact,
many computer users do not even organize their data files into sub-
directories to impose an organizational hierarchy on their files. Since
the disorganized state of a computer’s hard disk is not visible exter-
nally, there is little motivation for tidiness.

Individual backup media are rarely catalogued. In testament to
the general reliability of modern personal computers, backup copies
are rarely used once created. Usually only the most recent backup
copy is relevant to disaster recovery. Off-site backups, copies of mater-
ials in escrow, and copies sent to licensees are rarely accounted for. If
they are, only the most recent material is usually of interest to the com-
puter user. The true chaos of a company’s organization of computer-
based evidence becomes apparent only when litigation is filed. Both
parties are confronted with the challenges of:

a) finding all relevant evidence, and

b) sifting through that evidence to discard irrelevant or privileged
information.

For the defendant, it is easy to take a lazy approach and claim that
much computer-based evidence was never created, no longer exists, or
cannot be found. In this author’s experience, some companies assert:
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a) They do not keep more than thirty days’ worth of electronic mail
messages. Centralized backup copies of email for only thirty days is plau-
sible, but it is almost certain that individual computer users preserve their
own private copies of email correspondence for far longer than this in
either printed form or magnetic media.

b) They do not keep more than one or two prior versions of their
software products. This begs the question of whether these companies
provide user support for earlier versions of their products. If they do,
then it would be reasonable that they keep both the source code and ob-
ject code for these products. Absent the source and object code, it would
be almost impossible for a company to meet its customer support obliga-
tions. To fix a problem, or to help a user around it, demands the recrea-
tion of the problem to diagnose and correct it.

Taking the lazy way is also extremely risky because a typical com-
pany leaves a wide swath of evidence (paper, computer-based or anec-
dotal) regarding its procedures. One set of backup disks or tapes
usually contains telltales that speak of specific policies or procedures,
or hints of the existence of, or cross references to, particular documents
or versions of source code. The court (and opposing counsel) may be
skeptical if an otherwise well-organized company appears to have only
recently developed patchy backup procedures.

IX. DRrRAFTING DOoCUMENT REQUESTS

This section offers some technical suggestions for crafting precise
document requests, although it is worded colloquially rather than in the
style one normally finds in such requests.

A document request should demand production of the following
information:

a) All relevant computer source code. If the source code is managed by
revision control software, the revision control version of the source code
must be requested, rather than specific versions of the source code derived
from the revision control software. The software requested must include
all makefiles and other control files used to create the finished object code
from source code, along with any source code header or copybook files
that are included by reference into other source code files.

b) If the documentation s managed by a document control system (such
as many law firms use), the actual document files (and perhaps the docu-
ment control software, as well) must be requested if all forensic informa-
tion is to be produced.

¢) If third party software products are required to unlock or gain access
to the source code, copies of these products must be requested unless the
same versions of these products are still currently availabie on the market.
d) If any information is encrypted or protected by security access
software, then the security access software and appropriate decryption
keys and passwords must be provided.
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The production of third party software, either for revision control,
document management, or as software components used by the pro-
ducing party, is almost always a disputed issue. The producing party
usually takes the position that production of this software would be an
act of copyright infringement. On the other hand, unless the particular
version of the software is still currently available, the lack of this
software will almost certainly deny the requesting party access to rele-
vant information. In the case of the revision control and document
management software, the requesting party will be denied highly rele-
vant forensic information. In the case of the third party products, the
requesting party may be unable to access all of the source code
produced.

At first blush, a reasonable approach might be to simply purchase
current versions of the third party products. However, by the time a
dispute’s discovery phase has begun, it is more likely than not that any
relevant third party product will be unavailable on the market.

The principal issue is whether a producing party is obligated to
produce copies of third party materials used in the production of the
computer software. This might at first appear to be a clear example of
copyright infringement, but there are often extenuating circumstances
(beyond the fact that the copying is being done in connection with liti-
gation), the most usual of which is that the third party software used in
the creation of the software is no longer available. Unless the produc-
ing party makes a copy of this third party material, the requesting party
will not have a complete copy of the software.

In certain cases, most notably with Microsoft’s Visual Basic prod-
ucts, third party extensions (“VBX”) must be present for the Visual
Basic program to present the producing party’s source code. The third
party, VBX| acts as a lock that will block access to the producing
party’s source code, or at least to that part of it that interoperates with
the third party VBX.

A. Embodiment of Documents Produced

A document request should make it clear that, where any informa-
tion (be it source code, documents or other information exists on com-
puter media) it must be produced as computer media rather than being
printed out. The only condition under which a printed document might
be acceptable is if the producing party does not have a copy of that
document on computer media.
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B. Information Necessary to Access Information Produced

To recover and analyze the information produced, one needs to
understand some important technical details about the information’s
original habitat, and details about the particular embodiment in which
it has been produced. Concerning the information’s original habitat—
the environment in which the information was created and managed—
one needs to know:

a) the manufacturer, model, and configuration of the computer system
upon which the information was created and managed (for example, a
Toshiba Tecra 730 CDT with 64 MB of RAM);

b) the manufacturer, name, and version number under which the infor-
mation was created and managed (for example, Windows 95, Release
950A with Service Pack 1 installed); and,

c¢) the manufacturer, program name, and version number of the software
used to create and manage the information. An example response for
source code might be Microsoft Visual C++, version 5, or, for word
processing documents, WordPerfect 6.1. The response to this question
might bifurcate if the information in question is source code that is main-
tained under revision control software. Then, besides the details about
the source code itself, one also needs to know the manufacturer, program
name, and version number of the revision control software itself.

Regarding the embodiment in which the information is being pro-
duced, one needs to know:

a) The manufacturer and model number of the hardware device in which
the media was placed to write the information being produced. This is
particularly important for magnetic tapes, or for any device other than a
standard IBM PC compatible floppy diskette (which is one of the few true
standards in the industry). An example response would be a WangDAT
3400DX 4mm tape drive.

b) The manufacturer, program name, version number, and specific opera-
tional parameters used with the software that was employed to write the
information to the media being produced. For example, this might be Ar-
cada Backup version 2.0.

This embodiment-related data is particularly critical for minicom-
puters such as the IBM AS/400, for mainframe computers, or for those
running the Unix operating system. Without this data, the information
produced will be, for all practical purposes, inaccessible.

C. Ensuring a Complete Production

Though one of the first tasks for a forensic expert is to determine
whether a document production is complete, it is quite rare to see a
document production request that defines a means by which both par-
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ties can know whether all relevant computer software files have been
produced.

A complete production of computer source code is easily defined
as production of all relevant source code, makefiles, and additional in-
formation (the details of which were described above), necessary for
the requesting party to access all files from the media upon which they
were produced and to recreate the entire executable program from
scratch using the source code provided. If the computer software is
written in Microsoft Visual Basic, a further condition is required: the
requesting party must be able to access the entire source code embed-
ded within all of the Visual Basic files provided (the inability to do this
shows that not all third party software components have been
provided).

A complete production of object code can be defined as all aspects
of the program used on a computer, where the aspects of the program’s
capabilities are described in an appropriate user manual.

X. DRAFTING INTERROGATORIES

While source code and its associated design and specification docu-
ments usually provide a wealth of forensic information (at least when
produced on computer media), there is usually a need to understand
specific details of the way in which the software was created. These
questions can be addressed through interrogatories.

The three most important areas of information required are
usually:

a) Which programmers worked on which parts of the program.

b) By what means the document production requested was compiled.
What was searched? How? By whom?

c¢) Identification of the various versions of the software that were created.

A. Software Authorship

A given source code file is usually developed by a single computer
programmer, at least during the initial stages of its creation. Thereaf-
ter, many different hands and minds may touch it, changing certain
lines of text, inserting others, and deleting others.

If the source code has been placed under revision control, in the
ideal case, every change can be related to a specific human author.
More often than not, there will be questions of program authorship that
are best determined before any depositions if pertinent questions are to
be asked of the appropriate deponents.
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B. Methods Used for Document Production

Before the computer revolution, a business’ records were in view,
in filing cabinets or desk drawers, and a physical search was all that was
required to comply with a document request. Computers have changed
that, providing ultra-compact means for storing millions of pages of
printed paper on devices that can fit into a pocket.

Therefore, when a producing party makes a document production
involving computer-based evidence and software, a very relevant series
of questions needs to be asked. These questions should include how
the party prepared the document production, on what computers the
party searched, by what means the party searched, what keywords were
used in any keyword searches, what magnetic tapes were searched, and
whether the search included any off-site vaults and storage facilities.

C. Identification of Versions

Software evolves rapidly in today’s industry, and one version may
be current for only a few weeks or months. Usually, a given version of
software is identified by its version number such as 3.11, or in some
cases by its “vintage,” such as Windows 95. Software version numbers
to the left of the decimal point are usually increased when a new ver-
ston contains significant new capabilities, whereas the numbers to the
right of the decimal point are increased to reflect minor increments.

While a finished program may have a specific version number,
such as WordPerfect 6.1, there can be hundreds of components, each
with their own version number, none of which is the number 6.1. It is
therefore important to establish precisely which versions of the
software were released to the public or put into service, and, if possible,
identify some means for determining the individual components’ ver-
sion numbers included in those specific releases. Only after this version
number history has been ascertained can one determine the specific
source code used to create each release of the overall software.

XI. ANALYSIS OF COMPUTER SOFTWARE

Once the producing party has made a production, the initial chal-
lenges for a forensic software analyst are:
a) Testing for completeness of the production of software and object
code.

b) Identifying specific versions of the software and the versions of the
individual components of which it is comprised.
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c) Correlating the specific versions of the software with the specific ver-
sions of the object code.

d) Creating a chronology of the software’s evolution.

Only when these important preparatory steps have been completed can
the analysis of the software with respect to the patent, copyright, or trade
secrecy claims begin.

XII. CoONCLUSION

The computer geeks of the world have effectively hidden many
conceptual nooks and crannies that exist with respect to computer
software and its associated computer-based evidence. The problems of
evidence preservation, production, and forensic analysis are further ex-
acerbated by each quantum leap that occurs in computer storage and
processing power.

Computers, it could be argued, have made life easier for many who
use them. However, nothing could be further from the truth for those
who deal with the preservation, production, and analysis of computer-
based evidence.
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